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5-3 FEX R

# 0 - REEE

KRB R

CMCIP:

100.3.8.61 v

A

® FTHRAE O B3hiTHRE

B/E Mg hrgnd I E (rpm) AT T
FANO_O 8080 o 4290 25% EE(20%)  TiE(s0%) = RE(7S%) i E(100%)
FANO_1 8080 ) 4170 25% 7E(20%)  FHE(50%) | SiE(7S%) | iE(100%)
FAN1_O 8080 o 10050 4% EH(20%)  TE(S0%) = EE(75%)  FiE(100%)
FANL_L 8080 o 11280 4% E(20%) TiE(s0%) = RE(7S%)  FiE(100%)
FANZ_O 8080 V] 5660 5% FE(0%)  FR(0%) | SHEES%)  HE(100%)
FANZ_L gos0 o Te20 4% H®(200%)  PE(S0%) SHEFS%)  EE(100%)
FAN3_0 8080 o 10020 4% E(20%) TiE(s0%) = RE(7S%)  FiE(100%)
FANS_1 8080 V] 10830 4% FE(0%)  FR(0%) | SHEES%)  HE(100%)

O=fyEx OFEn Ass
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6 IL.\I'BZ*
6.1 INgessiE

ASERTETRZZEZHASL. FitAE. IDL BEN—RBWERER, TJUEREPRER
HBEGER, REHHURBESEFETUHTHERE, REAETHR. BEBRINEE,

6.2 #FES

EEE (REBEERSSE (MC BEKEMAHIER) .
6.3 Syslog H&igE
BIEm=

BT Web € R E#HIT Syslog iIRE.

1. ZRE WebGUI, #A "BHEMEE>-HEIRE" WH,

& 6-1 HEIRE

# Tm - HEER

AERE

Q*

Syslog HERE

2. Wi “Syslog BEIRE" , (1 THE, & “Syslog FZi&E" . "Syslog EHHRR" |
"R . "EETMY” N “Syslog RS ERFIRIUER" . AP TILAXY IDL HiEE
EHFUTAERRICRERRABIXA, HESANERERERARMBAREEHET
BHEGER. SR AEGEERN, TESRSHEMUL. RS5[m APPSR,
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6-2 Syslog IRE&

Syslog X &

Syslog L&

Syslog HE W E
ERAE

EEGA R T IHE B M E PR

warning

iz il

° ubpP TCP

B ##F

# Im

BHEgE

Syslog 28

1 E Syslog i 55 28 AR 0%

FS RRA  RESME

0

1

% 6-1Syslog IRE

514

514

514

514

A&

idlEl}_'i auditH &
idlEl}_'i auditH &
idlEl}_'i auditH &

idlH&E auditH &

BifF

8¥ iR
SyslogHEIRE SyslogHEBEFMME, TSk, EIUA:
s AHAR
+ ZEEARE
SyslogEHLFRIR SyslogFHARIR, oIk :
s ENB
s BRFIS
s FmAFRE
HELR BTHEERINEMHRMAIE, ThHEN:
e warning
* info
*  critical
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2%

fiiik

(I

RN, TIEA:

pa

ubP

TCP

TLS (BRIFUAIE, SEAIE)

EETLSIMNEY, B LA MAYARSS ZHE B IAIESX A,

% 6-2 1% & Syslog RBBAMIRUER

84 A
Fe Fe.
= ERRAREA,
ARSS Se bt SyslogR2S St .
w0 SysloglRE i M.
BHEER IDLEHE, auditB&. oJEiE, thoLik,
= . ] BEESyslogRE B,
o R MIKiZSysloglRS /IR ERT
BT &3,
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7 CMC Bieh& &
7.1 WaEtsH

CMC BHENR BEHIEMELE CMC BHEHNAE: BEEE NTP REZE, AL EAPRESH, <
I NTP E®IEH CMC B a,

7.2 NTP BziE#
BIEFS

Bid Web EBRMET NTP BEIRSIRE.

BRIESR

1. ZZRF Web GUI, #A "CMCiZE>HE&EYE" THE, REERHEE18 CMC B a0
NTPIRE. I TFEFMMR:
7-1NTP BaiEFEERH

# 01 - BferE

H #H & e

CMC [119] & IRffir]

Aug 23,2020 8:12:37 PM (GMT+08:00 CST) - Asia/Shanghai

EARE I F ]

ik R [
NTPE ZBI 3 FH & i al NTP DHCP4 RIHi A & Fial NTP DHCP6 RIFHEH] & i |l

NTP RSB 1 NTP [RS5E8 2
pool.ntp.org time.nist.gov
NTP [R5 3 NTP RSS2 4
NTP [R5 22 EFF NTP R 522 AR

NTP R5E S5 NTP RSSE 6

NTP [RS8 EFF NTP R 5582 1R

I i o] 4
14 A BAREHE

60 5

oz
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2. EREDED “NTP BRI BHI&ETE)" IR, “NTP DHCP4 R BHI&ETE) " 5 “NTP
DHCP6 RIFTEHEA&ESE" , F3XF NTP fR$323LAK NTP EF& BN AR T HTIRE,
I NTP EMREFERE, |KE "OK” &2, REEE.

7-2 NTP BEEHIAXHEE
100.3.8.61 says

HE & iHE=ERsEEE. 2, FErEEErEENE, F
HHAFSESEED, FERER. B EREHETE?

7-3 NTP BLE R IR AE
100.3.8.61 says

B & iFEREEEFMN. 5. FEREaErEedss, Rt
AFSESEMIED, BEFE.
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8 SNMP Trap &8 8
8.1 WAt

SNMP Trap HEREEREHLIXEHBEEXE SNMP Trap SHEE, BEEELR.
RELES, WEHABHTHELE, BESERKREREESMHETNLEBHM (P
MimH.

8.2 SNMP Trap ig&

N
il

BR1E
Bid Web €A E#T SNMP Trap 1RE.
BEPE

1. ZFR3 Web GUI, A "BEMEZESSNMP Trap iIRE"” T1HE, 1RE SNMP Trap #8%
2#, 81 "Trap BRA" . "FEZEH" M "HELR" &, UWTEFAR.

30



8-1SNMP Trap B ERH

SNMP Trap

Trap X E (7]

Ja FISNMP Trap

Traphii 3=

V1 ¥

SEEAN (EThSEEMNAEFEELEE)
Info v
Hl k&
FiHlEsR
HostName v
HFP&E
AUEthR
NFEDB
InFE thiX

mEED

SIES

All v

31



RE%, IRERET Trap HWIKHZFA IP HERM, KOSAKO, /& "R
B, K “Wik" &, 7 SNMP Trap BEBUHTTABE—RMER.

El i E{a]

162

S
it

162

g

162

=
it

162 =

&t
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9 CMC [RS5& &
9.1 Ihhis

CMC RSB IRERRIEBATRER (MC BXRBIIRERS, FRUESKRSEEGRES. €
EIIEE,

9.2 [RSIRE

1. ZERE WebGUI, #HA "CMCIRE>RE"” THE, KRAERT C(MCETHFHRSE
KER., BURSER, BFUAREER,

9-1 RBRERH

AR %5

&% R ¢ FAEmO e & BREEN +

web SEEIA] 443 1800 20

ssh SEBIN 2 600 N/A

solssh El=rlzn] N/A 60 N/A

Il
SERD

2. AEBEEXRSTEN B 2E, HABSEESKAE, TXEARE S5
TR, RE "REFT R, TRESURE. TER Web RSEXTRHA.
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9-2 BRRSEE

AR E

IR 55 &5

web
v gL
AR 2RO
80
e W

443

il 5]
1800
=A SR

20

9-3 MRSERWINTIEIE
100.3.8.61 says

IEEREREYF, CENERENSESewRnE, KIS
B. BT OK HEETHEE: EASEESE.

CMC RSB IRERXSHUM TR

£9-1 REKRE

2% fifi ik
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2%

fiiik

RS EREET (RE) PRSER.
K& SRYFIHRSRE. 2R TEDE” M IEFHET BIRE,
FRLHO BFREERSNIEREKOS,
«  WebZiAiOA80,
*  SolsshB9E A OZEN/A,
+  ImEEEM1E65535,
R SSHRSAXZFEReRO,
Z2imM BAFRERSNZ2KAOS,
*  WebZiAim[OA443,
*  SSHEERIAIROR22,
s wmOEEEMIRI65535,
R SolsshiREZEAZFREIRO,
Fied) AFEERSRIEFENE.
*  Webi#BB#UEEE J9300F]1800%),
*  SSH and Solsshi B $EE Bl 7960%)1800%),
o BEMEMIZAN60MEEE,
RARIEH HAIRSRARIEHNE.
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10 sz
10.1 IheE4S1E

R4t HPM EE-EFARINEE, TTEFHFALR CMC, BIOS, BMC, CPLD. PSU,

10.2 &FES

BHEE (RPEERSE C(MCHEFMR) .
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11 wswres
11.71 IneEistE

ZINRERE CMC B ERERIHIRE, B CMC LAfNEQREESEBEEL. IF
RN C(MC NWEEBHNSIE T RENEREN, oJLASEENETXMRE.

11.2 RKEHRE
BEH=R

Eid Web EEREE CMCIRERIHIRE.
BIELR

1. BER WebGUI, HA "RELP>KEHIRE" .

11-1 IREHIRERE

WE L RE
[
AREAT LGN
| &%
2. RE "“REFE RHE, RSBHUTRMME, RE "OK" %,

11-2 IRE W IRERTIE

100.3.8.61 says
= OK RS TIREEE ESikERSEeSERE

3. IREHIREMI,
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12 ssLis=
12.1 INge4stE

ZINRESIEXS SSLIEH#TER, MEeRel, BNERKBCHIEBMATMAN, HK
EEMES, RIBEBOE®RME,

12.2 EZ&4 R SSL EiiE
BIEm=
B wWeb EEBREAELLEMN SSL FiE,

BRESER

N

1. BRWebGUI, #A "CMCIRE>SSLIRE" , 1&#F "F=& SSLIAIE" .

12-1SSLiRERE

# I/ - SSLgd

SSL i #

N X

EE SSLiME 7

b
¥

SSLMTE EfE SSLGE

2. ENTEFRRAETESER., ERZRERBESEEX 12-1,
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12-2 & 5% SSLEIER A

A R SSLAEAE

& FR(CN)

testssl

2040 ()

INSPUR

[0 8§ {ij (OU)

FwW

Ehskits (1)

JN

=k & (ST)

5D

B (o)

CN

W P bt

testssl@inspur.com

A%A
Hm
BHKE

2048 bits ¥
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*& 12-1SSLIgE

88 i::}%3

BAER (CN) Common Name, oJLAFRIEZEREEIR, LN
testssl,

HR (0) Organization Name, HEZRFEATIZFR, LLURE
EXZEEINSPUR,

{ALREA (OU) Organizational Unit Name, AAHEBNHW TEEMNZ
PR, LEANEMHERIESFW,

hEita (L) WHEthR, tHaFEmaESIN,

MaEE (ST) MEEE, LHLEREGESSD,

ExR (C) ER, i+ EChinagSCN,

Lkl B FBp{bit, tbiNtestssl@inspur.com,

BYE BHE K, 365KF3650K,

BPEKE ZHRKE, JLMERIRE2048,

12.3 45K SSLEIEH L&
BIEHS

BHo4Rk SSLEIE, F@Eid web EERE L1,
BIFSE

1. &% OpenSSL TH, BERIEIEIRAIBESM 15.2 0penSSL NER, NREFSBEER
OpenSSL TE&EIER, MERELEERMER, BEEREF 6 &,

2. SRLFAEA, opensslgenrsa -out privkey.pem 2048,

3. £MIEPiER (8%£% 12-2) , opensslreq -new -key privkey.pem -out

cert_reg.pem,

£ 12-2 iEREKRE AR

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank.

For some fields there will be a default value.

If you enter'.', the field will be left blank.
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Country Name (2 letter code) [AU]:CN

State or Province Name (full name) [Some-State]:SD

Locality Name (eg, city) []:JN

Organization Name (eg, company) [Internet Widgits Pty Ltd]:INSPUR
Organizational Unit Name (eg, section) []:FW

Common Name (e.g. server FQDN or YOUR name) []:webssl

Email Address []:webssltest@inspur.com

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

4. HEELZIEPR, opensslx509 -req -days 365 -in cert_req.pem -signkey

privkey.pem -out sign_cert.pem,
5. BIFHEHEIFAFASE cat privkey.pem sign_cert.pem > server.pem,
6. ER WebGUI, A "CMCIRE>SSLIRE" , &#F " L& SSLIAE" , WE 12-1,

7. FEBHEIHEED , EEHBEIESS sign_cert.pem, EFHFHIFAE M server.pem,
RE "RE TRORE, WME 12-3,
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12-3 & SSLEIERE

1% SSLIEIE

HTTPS RUEE B i BF N @S XERIH R

HETRE

Sat May 2 02:25:03 2020

WA

sign_cert.pem

HETR8

Sat May 2 02:25:03 2020
gk IR

8 &F

8. HXAF “CMCIgBE>SSLIgEE" , 8 "&F SSLINE" , BASIEHEEEEEBK,
WTEFRRR:
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12-4 BF SSLEIERT

EBSSLRIE

SHeiREES
AL
1

re

DAGF4191C3T33203

HEHNS
shaiSeWithRSAEncryption
ol

(2048 bit)

BHEEEERN cy)

webssl

& AR (0)

INSPUR

& HesEER Ml (ou)

FW
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1 3 Redfish

13.71 ##fik

Redfish @ —fETF HTTPS lRFZWEEinE, R A RESTIul IOLMIGEERE, B HTTPS
BVEEBLA UTF-8 4389 JSON B, RRIFRE—NER. #E Web MA@ K
IR[E] HTML —##, RESTful #OL@iT AREAERILEI(HTTPS), B JSON B X MR F kR
B4R,

=81, BNEBRMNIEZSEERNHREROELAR, Redfish TRLETX—#E%, 1
EEZEfEsAR, ENSTIE. ZTEAMBRE T BEMB. Redfish BE—TEIE
REED A TESENRLRIARSS. TR, MDA THERS. WRBRE THIEE
BRITAROEF kB RERRSZNE, MEN—FRENRTREEME T EBZE.

13.2 #{FES

CMC Redfish BFAEFBESE X (RBEERSSS Redfish AP F) , METEERAL
NHEBBRRRBRARS ARIKRI,
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1 4 #HA BIOS &4t
14.1 haeisi

ERERAS T, BIOS 5 BMC ZEHEEEE, HITHIERK, &T BIOS RE, tJMAEE
BMCHIMBEEER. APEES. 8 (MCHRSEBER%K, thAETEE BIOS EE CMCH
WEREER .

14.2 A#HA BIOS R%A
BIFHE

BEAMBRERESE, HA BIOS RA,
BIESE

1. ERFHEBEFIMNRRE. BiR. Bxres.
2. RERSH LB,

3. RHEHAKEIS, HREHY Logo HTA#R/R:“Press <DEL> to Setup or <F11>to Boot
Menu or <F12>to PXE Boot.” BY, fI FEf7R, #& T "DEL” , FE/E=# A BIOS Setup
RE.
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14-1 BIOS Logo |

inspur

p or ¢F11» 1o Boot Menu or <F12> to PXE Boot.

4. HA BIOS ERAREREIINTEMR,

14-2 BIOS Setup &E

Setup - AMI

guration Socket Con

BMC Firmware Version
ME Firmware Version
ficcess Level

Platform Information
CPU Type

CPU Current Speed
PCH SKU

RC Revision

DRAM Total Memory
BPS Total Memory
System Memory Speed

System Language

System Time

4.11.06
0F:4.4.3.236
Administrator

2 * Intel(R) Genuine
processor
2400MHz
LBG OS/PRQ - CB21A - B3
19.D22
256 GB
0 GB
2666 MHZ

[English]

[Mon 04/ /2021]
[09:49:43]

»

i

S L TR

Set the Date. Use Tab

to switch between Date
elements.

Default Ranges:

Year: 2005-2104

Months: 1-12

Days: Dependent on month
Range of Years may wvary.

3. Select Screen

T1: Select Item

Enter: Select

+/-: Change Opt.

F1l: General Help

F2: Previous Values
F9: Optimized Defaults
F10: Save & Exit

ESE: Exit
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15 2m18

15.1 IPMItool /48
15.1.1 HiERERGHS

BE IPMitool AR LIX IPMI 5%, TJPATEEAN 0S L&X KCS #HOMTAGS, oIl
BFIZENEAIX LAN #O/ IPMI F4M< . IPMItool B Window hRAF Linux fRA, 7£
Open #OT, R3#HF Linux fRA,

THEHNEO:
® Open, Linux OpenlPMI #ZO[H&].

® LANPLUS, IPMIv2.0 RMCP+ LAN #0,

15.1.2 Linux TF IPMitool & & 5{EH

f Linux RATRE IPMitool, FELXERHMNRHEE OpenlPMI F IPMItool, OpenIPMI A
IPMItool 12 W#ZIKE, £S5 IPMItool BETEIEIT Open #EOH R AMARSSES BMC, EihiT
CMC B, HeggfEAR LANPLUS &0,

X8 IPMitool G52 T]8ETX, ERERAEMSHIIERTS A HSITEN. 8
“ipmitool -h" EEHEWMER, W TEFXR, 2 IPMitool H#EERREINENZIFGSHE
A,

47



15-1 IPMItool cmd

Commands:
raw Send a RAW IPMI request and print response
i2c Send an I2C Master Write-Read command and print response
spd Print SPD info from remote I2C device
lan Configure LAN Channels
chassis Get chassis status and set power state
power Shortcut to chassis power commands
event Send pre-defined events to MC
mc Management Controller status and global enables
sdr Print Sensor Data Repository entries and readings
sensor Print detailed sensor information
fru Print built-in FRU and scan SDR for FRU locators
gendev Read/Write Device associated with Generic Device locators sdr
sel Print System Event Log (SEL)
pef Configure Platform Event Filtering (PEF)
sol Configure and connect IPMIv2.0 Serial-over-LAN
tsol Configure and connect with Tyan IPMIv1.5 Serial-over-LAN
isol Configure IPMIv1.5 Serial-over-LAN
user Configure Management Controller users
channel Configure Management Controller channels
session Print session information
demi Data Center Management Interface
nm Mode Manager Interface
sunoem OEM Commands for Sun servers
kontronoem OEM Commands for Kontron devices
picmg Run a PICMG/ATCA extended cmd
fwum Update IPMC using Kontron OEM Firmware Update Manager
firewall Configure Firmware Firewall
delloem OEM Commands for Dell systems
shell Launch interactive IPMI shell
exec Run list of commands from file
set Set runtime variable for shell and exec
hpm Update HPM components using PICMG HPM.1 file
ekanalyzer run FRU-Ekeying analyzer using FRU files
ime Update Intel Manageability Engine Firmware
vita Run a VITA 46.11 extended cmd

15.2 OpenSSL 1+48
15.2.1 AERERT=R

OpenSSL 2—1NL2ERFZEREE, ERTENSBREL. EAZRH. IPHESEINAE
B 5L SSL MY ,OpenSSL BANRA-E KEEe] A B = DN E BB INEESR S : SSL MY libssl,
NARFHSTRURBBELE libcrypto,

15.2.2 Linux T OpenSSL & {EH

£ Linux 2T L% OpenSSL, BEELRERMPHREE: OpenSSL 7 libssl-dev, B{i{EH
FEMSHS RIS NS THEY. FH "openssl help” EEXEYPER, NTEMR, =
OpenSSL #HERREIB BN ZIF S EE .
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15-2 OpenSSL cmd

openss| help

standard commands

snlparse ca iphe cms

ril crlZ2pkcs? g dhparam

dsa dsaparam ecparam
engine errstr gendsa
genrsa help
ocsp passwd
pkcs8 ok ey okeyparam
prime "and rehash
rsa o= s_client
s_time '

nkac

verifty

the "dgst’' command for more
gost
rmd160
22 ) sha3-224
-ha3-384 sha3-512 sha3g4
sha512 ) shakel?28

(s "enc' command for more details)
aes-192-cbc aes-19
aria-128-chc aria-1
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